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Introduction to the Gold Subscription Curriculum

The i-SAFE Gold Subscription curriculum includes several hundred standards-based e-Safety lesson plans,
interactive learning activities and cutting-edge videos, spanning grades K through 12, for a comprehensive
approach to teaching e-Safety in today’s Web 2.0 world—safety, responsibility and security online. The lessons
are easy to integrate and they align to standards in classes such as technology, library/media, social studies,
health and safety, even language arts. The Gold Subscription curriculum contains all of the i-SAFE resources at
your fingertips including the following lesson module topics:

« Cyber Community Citizenship

o Cyber Security

o Personal Safety

« Predator Identification

« Intellectual Property

o E-Rate Topics: Appropriate Use, Social Networking/Chat Rooms, Cyber Bullying
« Digital Literacy

 Outreach, Empowerment, and Review

i-SAFE curriculum is designed to foster active participation between student and their instructors through
classroom discussion and cooperative group-learning activities. Integral to each lesson in all grade levels is the
incorporation of an empowerment activity, which provides students with the opportunity to share what they
have learned about Internet safety with their peers, their families and other community members. In this way,
students internalize and take ownership of the concepts learned.

Video Webcasts accompany lessons at higher grades. Produced as peer-to-peer instruction, students introduce
the e-Safety topics then periodically step away to allow classroom discussion. The Gold Webcast videos include
these topics:

« Privacy

o Cyber Relationships

« Intellectual Property

o Cyber Security: Malware
« Cyber Citizenship

« Social Issues on the Web
« Pornography

o Cyber Harassment

18 additional videos are provided in the Gold Subscription Package to be played to students as an optional sup-
plement to the curriculum, or to generate interest and/or discussion in a topic before or after an i-SAFE lesson.
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i-SAFE Alignment to NETS: The Next Generation

The i-SAFE curriculum meets grade cluster benchmarks and performance standards for 5 of the 6 National
Educational Technology Standards for Students: The Next Generation (NETS), with an emphasis on Standard
#5: Digital Citizenship. The following summarizes lesson alignment for each of the standards.

1. Creativity and Innovation

Students demonstrate creative thinking, construct knowledge, and develop innovative products and processes using technology.
i-SAFE lesson plan activities utilize a variety of technologies for those who choose the technology tract of the
lesson. Students have opportunities to use publishing software, carry out Web quests, and safely communicate
using technology. Additionally, all enrichment/empowerment activities incorporate use of technology to create
and develop finished products. [All i-SAFE lessons; all enrichment/empowerment activities]

2. Communication and Collaboration

Students use digital media and environments to communicate and work collaboratively, including at a distance, to support
individual learning and contribute to the learning of others.

With a primary focus on online communication, the i-SAFE curriculum enables students to develop safe commu-
nication skills. Students are introduced to safe Web browsing and creation, e-mailing, instant messaging, blogging,
newsgroup posting, etc. Each lesson age-appropriately incorporates opportunities for students to interact with
peers and others to develop and/or present enrichment projects using a variety of media formats to communicate
what they have learned. [All i-SAFE lessons; all enrichment/empowerment activities]

4, Critical Thinking, Problem-Solving & Decision Making

Students use critical thinking skills to plan and conduct research, manage projects, solve problems and make informed decisions
using appropriate digital tools and resources.

The i-SAFE program not only develops skills addressing current topics, but also allows students to utilize infor-
mation to think critically and construct new knowledge. Through discussion and group work, lesson activities
ask students to take learned/constructed knowledge and expand upon it to develop possible solutions to current
problems, ultimately resulting in student empowerment and retention of knowledge. [All i-SAFE lessons]

5. Digital Citizenship

Students understand human, cultural, and societal issues related to technology and practice legal and ethical behavior.

The core focus of the i-SAFE curriculum is to develop safe and secure use of technology along with understanding
its impact. Every lesson addresses this standard, from identifying risks in online communication to issues of cyber
security and online intellectual property theft. Responsibilities, rules and consequences are addressed for each
topic as students relate online citizenship with real-world citizenship. [All i-SAFE lessons]

6. Technology Operations and Concepts

Students demonstrate a sound understanding of technology concepts, systems and operations.

The i-SAFE curriculum allows students to develop a familiarity with technology in a safe environment. Students
develop an understanding of key terminology used in online communication and learn specific computer tech-
niques. Students are given opportunities to practice usage in activities in a safe and responsible manner.

[Grades K-4 lessons: Personal Safety, Text Messaging Safety, Safety and Identity] [Grades 5-8 lessons: Personal
Safety, Text Messaging Safety, Web Logs: A Positive Approach to Blogging, Social Networking] [Grades 9-12 all
i-SAFE non-Webcast and Webcast lessons]
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Lesson Snapshots

Personal Safety Lesson Sample:
Grades 1-5: Unit—Acceptable Use Policies

UNIT—Using the Acceptable Use f’olicy (AUP) as an Educational Tool

Introduction

An Acceptable Use Policy cannot be expéited to be of much e 11/it's only referred to when someone breiks
a rule. The AUP should be the foundation for teaching safe 211l responsible technology usc. Lie it enoios
students in creating and maintaining \sable, age ippropritte guidelines for responsible compuicr tee i l‘u
classroom that include descriptions ot acceptahl», use, £ vnsequences for unacceptable use, and procediics for
responding to unsafe or inappropriate (iiine 4i/uatids.

Prepare the Staff l“1‘+ﬁ

Communicate with staff early in the school year or whenever the Acedpitable Use Policy 18 adopied to clearly

define the expectations of /i mses includirs expectations for enablint studcnt tnderstanding of the policy and
how Internet safety and respby 7 <500 genérabwill be addressed thy ““hout the year.

Make sure tlml every staff merb. - fiva copy of the AUP.

Consider - “""

See the mtmducton sections of the | SAFE Complete AUP Guide available ol wwwiisafe.org, including the
definition and puiposd of an AUP; 16 |em'f0rce with staff how peur AUP will he used d4s a meaningful, working
set of policies’

Help staff miembers imfilcment the policies by providing them with aac appropriate activities and/or lesson
plans that re nforce 4° Ceptable uge policy concepts with student

Introduction to the Yssons and Activities

Make it Meaningful!
Mlaxine o meaningful is the key ta making it work.

Ohdiously voung children cannot be #xpected to read and or understand a lengthy document. Even older
students may bave difficulin! Providing classroom tachers with examples of age-appropriate activities that deal
with building conceptual understanding " *he AUP can oo o long way in making a successful policy.

Elementary Grades

Conslder ""},

For the cl(,m-:,ntdry gradet. provide teachers with o shortened list of acceptable and unacceptable usages of
school computer equipricit (from the AU 1) Make sure that the list only includes usage activities that are
appropriate to the age of (¢ learnel

The following activities will Lol (cochers in (he elementary grades create a teachable moment or two using
the AUP.

Duplication of this page, or any other form of unauthorized use of this copyrighted material, is against the law and a punishable
crime. © 2012 i-SAFE Inc.
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Cyber Security Lesson Sample:
Grades 3-4: Spam, Scams, and Phishing

LESSON—Spam, Scams, and Phisi\ling_

Suggested grade level 3-4 4 y

g

Protecting Your Personal Information‘Wh\e\n Usi_,n"g E-rail

Lesson Guide o

This lesson focuses on the personal-sd ity issues brought alisut by e-mail, including phishing ¢ mails span,
and scams.

Learning objectives
Students will: \\

» be introduced to the terms: phishing, sj/n, and scam

» understand the basic #tays phishing, é;ylwa'm, and scam e-mails salicit personal informiation

« learn age-appropriate v, o Jwithphishing, spam, and &can ails

Materials
« materials to create posters

« parent page for each student

Procedurés
Discussion

« Review the tefir “e-mail” Adjust the discussion to your siudents” experionce levels with e-mail. Explain
that e-maii’is a great way £ communicate with friends and i1t ives, but that sometimes people you don't
know will send e-mailsto try to trick younto aiving away personal information.

« Explain the term “personal :nformation” (isforiation like your name, address, e-mail address, parents’
nies ete., that can be used to find you or contact vou ).

o ntioduce terms the phishing, spam, and scam as e-mails (hal may try to steal personal information for
bad purposes.

» Read the topics. definitions, and tips from the activitd “Tapics and Tips” list to the class.

Activity

Select from the followin options depending on 1he reading and e-mail experience levels of the students.

Option 1

« Divide the class int¢ il groups: @i provide cich group with a topic from the topic list (the topics can
be copied and cut {110 sections for <ol sroup). Topics can be used by more than one group.

« Have each group read abouil the opic and create a poster to tell others about how to avoid giving up per-
sonal information wiici tocciving phishing spam, or scam e-mails.
Option 2
« Select one topic (phishing, spam, or scam), and go over it in detail with the class.

« Have each student create a small poster to tell others about how to avoid giving out personal information
when receiving that type of e-mail.

Duplication of this page, or any other form of unauthorized use of this copyrighted material, is against the law and a punishable
crime. © 2012 i-SAFE Inc.

6 ©2011-2012 i-SAFE



Digital Literacy Lesson Sample:
Grades 6-8: Introduction to Media Literacy

LESSON PLAN—Introduction to Mﬂdla I.lteracy

Suggested Grade Levels - Middle Schoél ,
Learning Objectives | \\

Learners will understand the term “média literacy,” iderﬁﬁ
types of media involved and under: .md the lmportana Cof

media literacy.

Enrichment Goal

i-SAFE enrichment activities are designed so tl 'Jt they can be
implemented by students. Provide your studesii wm. necessary
reference materials included with this lesson pilan and guidance on
how they can complete th[s\'qc’th’it}»‘_ Q'lﬂqe%hnm include getting sipport from an adult advisor, school club,
student council, technology ;‘ 1, e SAERREN o offers a widdEan” - Stonline support for students who
register (free of charge) at wwin ;rg, including the i-MENTOR 7 Network videos.

In this lesson, learners will be pm\ldad with background information. 4 use it to create a media product
conveying the message to others. ~

Materials/Picpdration = v

« Prepart copies ofﬂthg:rcl‘c‘r‘m‘ce pages for each studcit

Lesson Procedutes

All students parm.rparmg in Mot SAFE curriculion are de \sgn ited - MENTORs. If they haven't done so already,
live students enroll ortling by dtckmg on “Credic Account al wwiisale org to take full advantage of the support
and lncentives offered. This may bL done at any time g tie lessons, or students may complete this registration
at !mmt

_Introductory Activity:
o Ask student§ 1o brainstorm what tE=term “media liferdéy’ means to them.
« Discuss: Do they believe that they arew Aiteryic?

Reference Discussion
« Hand out the reference/activity page “ixploring Media Literacy”

« Briefly read over tht page as a class and (st uct students to complete the page individually or in
small groups.

« Hand out the “Putting it Together pase and review with students.
« Using both reference pages discuss the (ollowing:

> What is media?

> What does it mean to be literaie?

> Why is media literacy important?

> Have students share their examples of the importance of media literacy.

Duplication of this page, or any other form of unauthorized use of this copyrighted material, is against the law and a punishable
crime. © 2012 i-SAFE Inc.
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Intellectual Property Lesson Sample:
Grades 9-12: Cyber Ethics and Peer-to-Peer Networks

LESSON—Cyber Ethics and Peerf,tt)\-Peer Networks

Suggested grade level 9-12

g
)
y

Lesson Guide L

Learners will examine the concept of ¢iber ethics and howetizes apply within the pecr 1o peer netwirk
environment. /

Learning Objectives
Students will: :
N
« understand the term file-sharing and its uses -
. o N
« understand the term cyber ethics

» understand the ethicalissues associatéll with file-sharing, includigig intelieinal property

Materials/Preparatich

+ a copy of reference and activit, Jages for each student

Procedures N N
Discussion 7 v N
Begin discusgiun with the f0llowing open-ended questions:
« What arv laws? Hé v do laws ngidC how we behave from \
day to diy? i

» How do laws govern our @1)1ine actions?

) Whbt are ethics? Hiilifiee théy similar to 144s? How are
the\ different?

« A ludents to define ethics. \* b
« Aol sudents how ethics can/should govern our b

online actions.

Reference Pag«:
« Hand out the refeiciice page to studenis ane s,
« Divide students int) small groups to coriipleie (L “Think About It” section.

« Meet back as a class to(liic iiss group answeis.

Activity
« Break students into sinalbgronpe
« Tell students the question o the day is: What are your cyber ethics?

« Explain that their activity today is to 1o /e a list of five to 10 “ethic” statements to guide Internet use and
usage of peer-to-peer networks. DUring the creation of these, keep in mind the definition and key goal of
ethics: to do no harm within the global society, Cyberspace.

Duplication of this page, or any other form of unauthorized use of this copyrighted material, is against the law and a punishable
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